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Agenda

e WHY I introduced API testing heuristics
e WHAT were the API heuristics

e Takeaways



@LindaSaraRo

http://yipa.org/training/online/on-demand/telling-your-impact-story/
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API Testing Heuristics

VADER : Verbs
Authorisation/Authentication
Data
Errors

Responsiveness

@LindaSaraRo
http://ga-matters.com/2016/07/30/vader-a-rest-api-test-heuristic/
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Verbs TENSE2MOODY2
A IRREGULAR?

A M O

YOU/MUSTBERIERB.

@LindaSaraRo

https://www.tes.com/lessons/olVgSJ5UZHSzhA/repaso-go-go-verbs




GET

https://swapi.co/api/people/5 Params

https://swapi.co/api/people/100 Params

GET v https://swapi.co/api/people Params Send v

https://swapi.co/api/people/10000000000000000000000000000000000000000000000000000000000000 Params

hnps:llswapi.colapllpeoplelall| Params

@LindaSaraRo

—



P 0 S T POST Vv https://swapi.co/api/people/100

Body @
® form-data @ x-www-form-urlencoded @ raw @ binary

{

“name": "API Tester",
"height": "unknown",
"mass": "unknown",
"hair_color": "unknown",
: "unknown",
"eye_color": "unknown",

"birth_year": "unknown",
"gender”: "female",
"homeworld": "https://swapi.co/api/planets/28/",
"films": [
"https://swapi.co/api/films/7/"
1,
“species”: [1,
"vehicles": [],

“starships": [],
“created": "2015-10-13T10:35:39.229823Z",

"edited": "2015-10-13T710:35:39.229894Z",
"url”: “https://swapi.co/api/people/88/"

404 NOT FOUND

@LindaSaraRo
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DELETE

DELETE Vv https://swapi.co/api/people/1

Authorization

@LindaSaraRo
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http://www.quickmeme.com/meme/3tt20a




Request for people

GET v https://swapi.co/api/people/1

Authorization

TYPE

No Auth

Inherit auth from parent
No Auth

Bearer Token

Basic Auth

Digest Auth

OAuth 1.0

OAuth 2.0

Hawk Authentication
AWS Signature

NTLM Authentication [Beta]

@LindaSaraRo
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Request for people

GET v https://swapi.co/api/people/1

Authorization ® (1)

Username ME

Sassword ssssessse

Show Passward

E) 403 FORBIDDEN

JSON Vv

"detail”: "Invalid username/password"

@LindaSaraRo
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ARE You

D st a2
ata DATA INTO
THE ClLoud?
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https://www.linkedin.com/pulse/meares-digital-analytics-file-featuring-stories-voice-chris-meares




https://swapi.co/api/people/?page=1

"https://swapi.co/api/people/?page=2",

"results”: [
{
"name"”: “Luke Skywalker",
i 3 S

"mass": “77",

"hair_color": "blond",

"skin_color": "“fair",

"eye_color”: "blue",

"birth_year": "19BBY",

"gender": "male",

"homeworld": "https://swapi.co/api/planets/1/",

"films": [
"https://swapi.co/api/films/2/",
"https://swapi.co/api/films/6/",
"https://swapi.co/api/films/3/",
"https://swapi.co/api/films/1/",
"https://swapi.co/api/films/7/"

]!

"species": [
"https://swapi.co/api/species/1/"

]!

"vehicles": [
"https://swapi.co/api/vehicles/14/",
"https://swapi.co/api/vehicles/30/"

]’

"starships": [
"https://swapi.co/api/starships/12/",
"https://swapi.co/api/starships/22/"

]’

“"created": "2014-12-09T13:50:51.644000Z",

"edited": "2014-12-20T21:17:56.891000Z",

"url®: "https://swapi.co/api/people/1/"

awlLindaSaraRo
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https://www.flickr.com/photos/girliemac/sets/72157628409467125 \



Request for people

Request for people

GET Vv https://swapi.co/api/people/100

JSON Vv

“detail”: “"Not found"

No Environment

Save Response

Request for people

GET Vv https://swapi.co/api/people/1

Authorization ®

TYPE

Basic Auth

Username

Password

Show Password

(13)

JSON v

"detail “Invalid username/passwor

RBIDDEN

@LindaSaraRo
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Responsiveness

FIRE , POLICE, rIBULANCE
Ok PIzZ4 DEUVERY?

REPULING RESPONSE TIES

@LindaSaraRo

hitps://www.inkcinct.com.au/web-pages/australian/social-general/2011-social-general.htm y



GET Vv https://swapi.co/apiffilms|

Authorization

TYPE

Inherit auth from parent

@LindaSaraRo
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Did It Work?

e Teammates understood quality is team’s responsibility
e Mnemonics are a fun way to trigger test ideas

e Making it visible to everyone at all times

@LindaSaraRo

—



Takeaways

e Good to get devs to test
e Mnemonics are good coaching tools

e Don’t forget API testing has heuristics

e Don’t go to the dark side!

@LindaSaraRoy
- |



Thank you!

For more heuristics:

- Katrina The Tester

[ J
e API testing playgrounds
o Build.Kiva
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